Subject: Cyber Security Advisory — Critical Vulnerabilities in Apple Products
(Advisory No. 11)

Recently, Apple has released security updates for zero-day vulnerabilities
(CVE-2023-23520; CVE-2023-23530; CVE-2023-23531) that can be exploited by threat
actors to gain unauthorized access of victim devices even without user’s interaction; using
zero-click malware/zero-day exploit. Affected products include: -

a. i0S

b. iPad

c. MacOS Ventura

2. Users are advised to update their devices to newest version (or above) as
mentioned in ensuing paras: -

a. i0S —version 16.3.1

b. iPad — version 16.3.1

c. MacOS Ventura — version 13.2.1



