Subject: Cyber Security Advisory — Critical Vulnerabilities in Android Versons-
11 and Above (Advisory No. 12)

Recently, Google has released security updates to address critical
vulnerabilities (CVE-2023-20951; CVE-2023-20954) for devices running android versions
11, 12 and 13 and older. In addition, devices running android versions 10 and older have
reached End of Life (EoL).

2. Successful exploitation of these vulnerabilities could allow an attacker to
perform Remote Code Execution (REC) without any user interaction and with no

additional execution privileges required.

3. Users of affected versions are advised to update to the latest version

(minimum android 11 or above) immediately.



