
Subject: Cyber Security Advisory – Critical vulnerabilities in Paper Cut Print 

Management Software (Advisory No. 22)  

  Reportedly, Paper Cut Print Management Software has released patches 

to fix 2x critical vulnerabilities being exploited by threat actors; CVE-2023-27350 and 

CVE-2023-27351. The vulnerabilities entail unauthorized Remote Code Execution (RCE) 

and lateral movement. All Paper Cut NG and MF products are affected by these 

vulnerabilities. 

2.  Administrators and users are advised to update to Paper Cut Software MF 

and NG latest versions (20.1.7, 21.2.11 and 22.0.9) or above.  

 


