
Subject: Cyber Security Advisory – Android June 2024 Patches/Updates (Advisory 
No. 12) 

 Introduction. Recently, Google has rolled out Android security updates for 

June, 2024 via Google Play protect service, fixing 37 vulnerabilities. These updates are floated 

in the form of two security patch levels (SPLs) i.e. 2024-06-01 (SPL) to resolve 19 flaws in the 

framework and system components and 2024-06-05 (SPL) to addresses 18 flaws in Kernel, 

Imagination Technologies, Arm, MediaTek and Qualcomm components. Additionally, 

WearOS received patches for 3 vulnerabilities in 2024-06-01 (SPL), while Android 

AutomotiveOS (AAOS) includes the 2024-06-05 (SPL) fixes.  

2. Above in view, all Android OS users are advised to enable Google Play protect 

service to receive notifications for the latest updates and ensure that the devices are running 

the latest security patch level. Also, devices running Android OS are advised to update to latest 

versions (11 or above). 

  


